t Fault, configuration, accounting, performance, and security management
(FACPS) for Foundry’s complete product line

t Flexible, scalable architecture that can scale to support thousands of devices
in large organizations with highly distributed environments

© Dashboard views of wired and wireless devices, current status, event and
alarm summary, and network visibility for troubleshooting and analysis

© Comprehensive security management capabilities, including IronShield
360 Closed Loop Security

© Network topology discovery, with L2,VLAN, IP subnet views and
multiple layout and sizing tools

© Topology export and INM launch integration with HP OpenView
Network Node Manager

t Enhanced SNMP collection and display

t Rapidly deploys group network and policy changes

© Supports all Foundry product families

© Configurable and flexible user-based bandwidth, access control list and rate
limiting policy support

© Central management of all wireless and mobility products

t Standards-based, highly secure network management system built upon Java,
SNMP, and sFlow (RFC 3176)

t Supported onWindows, Linux, and Solaris operating systems

Highlights

Overview

Foundry IronView® Network Manager (INM) provides network
administrators with comprehensive tools for configuring, managing,
monitoring,and securing Foundry’s award-winning line of wired
and wireless network equipment. INM is an intelligent network
management solution that reduces the complexity of changing,
monitoring, and managing network-wide features such as Access
Control Lists (ACL), rate limiting policies,VLANs, software and
configuration updates, and network alarms and events.

With INM’s intuitive and easy-to-use web-based tools, networks
are less prone to outages due to incorrect configurations or invalid
software upgrades. Built on a Java-based platform, Foundry INM
empowers network operators to seamlessly control software and
configuration updates for any Foundry product from anywhere in
the network, enabling more effective management of medium and
large networks.
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Using INM, network managers can automatically discover
Foundry network equipment and immediately acquire, view, and
archive each device’s configuration. Group policies can be easily
configured and deployed for Foundry’s wired and wireless
products, including security requirements, rate limiting, and
event management policies.

INIM can be easily configured to collect sFlow data from Foundry
switches and routers. This data provides network managers with
detailed visibility into all areas of the network, including the edge,
aggregation, and core. Typically this visibility is hard to achieve
without costly and difficult to operate network sensors.\With
Foundry’s embedded sFlow support,and INM sFlow collection
and reporting capabilities, network managers can achieve this
visibility without additional cost. INM can also provide an array
of security services around the sFlow collection capability.




INM Hey Features and Benefits

INM provides a high-level dashboard, with views of network
assets, status and alarms, and the current state of INM.This quick
look at the overall health of Foundry devices and INM itself
permits network managers to quickly identify and focus on a
network problem without having to sift through every detail.

Leveraging Foundry switches and embedded sFlow capability,
INM can process sampled traffic data from the edge, aggregation,
and core network elements,and convert this data for input and
analysis by the Open Source Snort intrusion detection software
package.

INM is comprised of a powerful set of network Application
Managers, including:

€ INM Dashboard

t Administration Manager

t Topology Manager

t Device Configuration Manager

€t Access Control List Manager

t Rate Limiting Manager

t MAC Filter Manager

t Event Manager

t Configuration Manager

€ Service Director

t Report Manager

t Change Manager

t RF Monitoring Manager

© ServerlronTraffic Manager

t Securelron Denial-of-Service Manager

€t IronPointWireless Products Management Solutions
€ IronShield 360 Security—Closed Loop Intrusion Detection and Prevention

Each Application Manager is web-based, so network managers
can access network elements from any client,anywhere in the
network. Because INM uses Java, clients are free from operating
system dependencies and can perform network operational
activities anywhere critical changes to the network are required.

When accessing a device’s web management interface, the
network manager can choose between HT TP and secured
HTTP (HTTPs). INM also provides mechanisms to secure
access to Foundry devices, including SSH for secure command
line interface access, and SCP for secure copy access.

INM Dashboard

The INM dashboard shows the status of Foundry devices,
including asset views, status and alarms, as well as INM status.

Dashboard views include a wired and wireless device status pie
chart and an inventory bar graph showing the number and
family type of each Foundry device discovered. An event
summary bar chart shows the number and type of events for
each severity defined by INM, and event types include traps,
internal INM events, security events (for Snort or partner
security events), and syslog events. This bar graph can show
the event summary for the last 24 hours, 7 days, or 30 days.
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t Figure 1: Dashboard

The dashboard’s INM status window shows internal INM
processes, including:

€ Discovery status
€ Topology status
€ Polling interval
€ Email alert status

t sFlow collector and PCAP

conversion status 7 \\? <
0N

" pe.(“:'"'“n

€ Server uptime
€ Number of active management users

€t Last update timestamp

Administration Manager

INM Administration Manager is comprised of key sub-managers
that manage INM access, global settings and network discovery.

The User and Role Manager allows network managers to assign
access, security levels and configuration authority to individuals
and groups, securely separating common tasks across multiple
management entities. Each user’s actions are logged for any
configuration deployed within a Foundry device or group of







IronShield 360 Security and
Intrusion Detection

Foundry’s IronShield 360 Security solution turns Foundry
networking devices into network sensors, that can feed data
into INM, which can work with both open source and partner
security products for packet and flow analysis. Security events
can then trigger INM security policies, which can dynamically
reconfigure the network to insure attackers cannot disrupt
network services.

With IronShield 360, the sFlow data collected by INM can be
converted to the open source PCAP format. The PCAP data

can then be piped directly into Snort and other open source 1DS
software to spot accidental or malicious network activity and send
alerts to INM through the Event Manager. INM can then take
direct remedial action on this network activity, through its
powerful CLI Configuration Manager tool.

This security capability turns INM into a full intrusion detection
and prevention solution. Because sFlow is available on Foundry
switches and routers, INM can cost-effectively detect and prevent
intrusions throughout the network, even on Gig and 10-Gig
links,and at the edge of the network, where sensors would be
extremely costly to deploy.

INM can also process events and take remedial action for a
number of Foundry’s anomaly detection partners, who can also
support sFlow. By extending our event processor to handle
events from our lronShield 360 security partners, INM provides
the industry’s first closed-loop security and management
solution for both signature and anomaly detection solutions.

Foundry’s INM is the only industry network management
solution that can directly take data from network elements and
pipe this data into a variety of signature and anomaly detection
devices for deep packet inspection and security analysis. These
security devices can then send security events directly into INM,
which can be configured with a number of security policies to
take direct remedial action to stop attacks before they threaten
vital network services.

INM DoS Manager allows Securelron Traffic Managers and
Securelron LAN Switches to be rapidly and easily configured,
deployed, monitored, and managed, which significantly lowers
the total cost of ownership of an organization’s security devices.
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t Figure 5: IronShield 360 sFlow and Snort Security




aystem Requirements

The INM software and documentation are shipped on a CD-ROM. In addition to a CD-ROM drive, your system needs to meet
the following requirements to install and run INM.

Table 1 shows the server requirements needed to successfully install INM.

Windows Solaris Linux
Minimum OS version 2003 Server (SP1) 9and 10 Red Hat Enterprise
XP Professional Edition (SP2) (see release notes for specific LinuxWS Release 3 and 4
2000 Server (SP1) patch information)
Minimum CPU and Speed Pentium 1GHz; SPARC 800MHz Pentium 800Mhz
2.4GHz ifusing HTTPS 1.2GHz if using HTTPS 1.2GHz if using HTTPS
Minimum RAM Requirement 1GB 1GB 1GB
Minimum Disk Requirement* 40GB 40GB 40GB

t Table 1: INM Server Requirements

Table 2 shows the requirement for client browser, which is required to access any of INM’s web-based application.

Windows 2003, Solaris 8,9 and 10 Red Hat Enterprise
2000, or XP N Linux WS Release 3
Professional Edition and 4

Internet Explorer Browser IE 6.0 and above Not Supported Not Supported

Mozilla Firefox Firefox 1.5 Firefox 1.5 Firefox 1.5

Java Plug-In JRE-1.5.0_07 JRE-1.5.0_07 JRE-1.5.0_07

t Table 2: INM Client Requirements (required to access any web-based INM application)

* Enabling the Accounting sub-application within Service Director will require periodic database administration for data extraction of flows.
It is recommended that disk space requirement be expanded up to 100 GB.

Ordering Information

Table 3 shows the product information for ordering INM-AE.

Product Part Number

Product Description

IVIEW-NT

INM-AE for Windows 2000,Windows XP,and Windows 2003 Server platform.This is a standalone
user license, which allows for only one (1) concurrent user. Includes IVIEW-IP-WINDOWS.

IVIEW-SOLARIS INM-AE for Sun’s Solaris platform.This is a standalone user license, which allows for only
one (1) concurrent user. Includes IVIEW-IP-SOLARIS.

IVIEW-LINUX INM-AE for Linux (RedHat) platform.This is a standalone user license, which allows for only
one (1) concurrent user. Includes IVIEW-1P-LINUX.

IVIEW-SW INM-AE yearly support fee. T his entitles a customer to product upgrades, for major and minor “dot” releases,
for one (1) year or lyear after the date purchase. Includes support for IVIEW-I1P-* products.

IVIEW-LIC INM-AE 5-user license, which allows 5 concurrent users (or 5 simultaneous users).

Applicable for use with IVIEW-IP-* products

IVIEW-IP-WINDOWS

INM-AE—IronPoint Edition for NT,Windows 2000, and Windows XP platform.

This is a standalone user license, which allows for only one (1) concurrent user.

IVIEW-IP-SOLARIS

INM-AE—IronPoint Edition for Solaris platform.This is a standalone user license,
which allows for only one (1) concurrent user.

IVIEW-IP-LINUX

INM-AE—IronPoint Edition for Linux platform.This is a standalone user license,
which allows for only one (1) concurrent user.

IVIEW-1P-SW

INM-AE—IronPoint Edition yearly support fee.This entitles a customer to product upgrades, for
major and minor “dot” releases, for one (1) year after the purchase date.
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